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Session Overview

The Importance of Application Security

Secure Application Development Practices

Security Technologies

Secure Development Guidelines



Session Prerequisites 

Development experience with Microsoft
Visual Basic®, Microsoft Visual C++®, or C#

Internet user experience

Level 200



The Importance of Application Security

The Importance of Application Security

Secure Application Development Practices

Security Technologies

Secure Development Guidelines



Trustworthy Computing

ñTrustworthy Computing has four pillars: 

Reliability means a computer system is dependable, is available 

when needed, and performs as expected and at appropriate 
levels. 

Security means a system is resilient to attack, and the 
confidentiality, integrity, and availability of both the system and its 
data are protected. 

Privacy means that people can control their personal information 
and organizations that use the information faithfully protect it.

Business integrity is about companies in our industry being 
responsible to customers and helping them find appropriate 
solutions for their business issues, addressing problems with 
products or services, and being open in interactions with 
customers.ò

Bill Gates     July 18, 2002



Connection Scenarios and Security 
Concerns

Connection scenarios:

Traditional wired networks

Mobile work forces

Public wireless networks

Security concerns:

Application reliance on the Internet 

Business reliance on the Internet

Internal security attacks



Common Types of Attacks

Connection Fails

Organizational

Attacks

Restricted Data

Accidental Breaches

In Security

Automated

Attacks

Attackers

Viruses, Trojan Horses, 

and Worms
Denial of 

Service (DoS)

DoS



Examples of Security Intrusions

CodeRed

ILoveYou

Nimda

Attacker

Virus



Consequences of Poor Security

Stolen intellectual property

System downtime

Lost productivity

Damage to business reputation

Lost consumer confidence

Severe financial losses due to lost revenue



Challenges When Implementing 
Security

Attacker needs to understand only one security 
issue

Defender needs to secure all entry points

Attacker has unlimited time

Defender works with time and cost constraintsAttackers vs. Defenders

Developers and management think that security 
does not add any business value

Addressing security issues just before a product is 
released is very expensive

Security As an Afterthought

Do I need 

security

é

Secure systems are more difficult to use

Complex and strong passwords are difficult to 
remember

Users prefer simple passwordsSecurity vs. Usability


